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March 11, 1983 )
Naticnal Seccuxiiy Decision : :
Direcitive Number §4

Safeguarding Nationzl Security Information

nAs stated in Executlve Order 12356, only that lnforma rion whose
disclosure would harm the natlonal security interests of the
.United States may be classified. ' Every effort should bz made to

declassifiy information that no longesr requlres protection ln the.
interest OL natlona; securlty.

P
.\}

‘At the same time, however, safeguarding against unlawful disclosures -
of properly classified information is a matter of grave concern
and high priority for this Administration. In additioa to the
reguirements set forth in Executive Order 12356, and basad on the
recommendations contained in the interdepartmental repor: .
forwarged by the Attorney General, I direct tha f0110m1ng.

1. Each agency of the Executive Branch thae orlglna es :
or handles classified information shall adopt internal procedures
to safeguard against unlawful disclosures of classified’
information. Such procedures shall at a minimum provide as
fcllows: |

a. All persons with authorized access to classified
informetion shall be required to sign a nondisclosure

agreensnt as a condition of access. This requirement may
be implemented prospectively by agencies for which the

administrative burden of compliance would oth:rw;se bn
excessive. e
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b. A1 pe:sons with authorized access to SenSLtlve

Compartmented Information (SCiI) shall be required to sign

2 nondisclosure agreement as a con 1dition of access to SCI
and other classified information. All such agreemants

must include a provision for prepublication review to .

. ‘assure deletion of SCI and othar clessified-inFornation o

c. All agreements reguired in paragra: hs 1 a. and
1.b. must be in a form determined by the Del artient of

Justice to be enforceable in a civil action brought by
the United States. The Director, Information Security

Oversight Office (I500), shall develop standardl;ed
forms that satlsky these reguirements

d. Apnroprlate p011c1es shzall be aﬁopted to gover n
contacts ba2tween medla represeneaelves and agency personnel,
so as to redvuce the opportunity for negligent or daliberate
disclosures of classified information. All persons with
azuthoxized access to classified information shall be
cledrly apprlsed of the agoncy s policies in this regard
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T2, Each agency of the Executive branch that originates or
handéles classified information shall adopt internal procedures to
govern the reporting and investigation of unauthorized disclosures of

. such lnformatlon. Such procedures shall at a2 minimum provide that:

a. A1l such disclosures that the agency consxders to
be seriously damaging to its mission and responsibilities
shall be evaluated to ascertain the nature of the information
disclosed and the extent to thlch 1t had been disseminated.

b. = The agency shall conduct a preliminary internal =
investigation prior to or concurrently with seeking
investigative assistance from.other agencies. : -

‘C. The agency shall maintain records of dlsclosures
sO evaluated and 1nvestlgated. :

_ da. Agencmes in the possession of classified informatian
’ orlglnatlng with.another agency shall cooperate with the

originating agency by conducclng internal investigations of
the unauthorized disclosure of such information.

.e. Persons determined by the agency to have knowingly
made such disclosures or to have refused cooperation with
investigations of such unauthorized disclosures will be denied
further access to classified informetion and subjected to
other administraztive sanctions as appropriate.

"3. Unauthorized disclosures of classified information shall
be reported to the Department of Justice and the Information
Sscurity Oversight Office, as recuired by statute and Executive
ordexrs. The Department of Justice shall continue to review
reported unauthorized disclosures of classified informztion to L
cetermine whether FBI investigation is warranted. Interested '~ ...°.0
éepartments and agencies. shall be “consulted in developing criteria
for evaluating such matters, and in determlnlng which cases should
receive investigative prlorzty. The FBI is authorized to
investigate such matters as. constitute potential violations of = °

federal criminal law, even though admlnlscratlve sanctions may be -
scughnht 1nstead of cr1n1na1 prosecutlon. '

4.' Nothlng in th‘s dlrectlve is 1ntepded to med lty or
preclude inte ragency agreements ketwzen FBI and othexr c;lmlnal
investigative agencies regarding their responsi blllty ior _
conducting lpvestlgatlons w1thln thelr own ageacxns or departmﬁﬂts.

5. - The Office of Personrel Management and all departments o
and agencies with enployees havxng access to classified 1nformdtlon
are directed to revise existing regulatlons -and policies, as
necessary, SO. that emoloyees may be required to suvbmit to polygrarh
examinations, vhen appropriate, in the course of lnvestlgatlons of
unauthorized disclosures of classified informnation. - As a minimum,

such regu‘atlons shall perzit an agency to decide that appropriate
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“vswc=nTew CcOOparate
vith a polygfaph examination that is limited in scope to the
circumstances of the unauthorized disclosure under investigation.
Agency regulations may provide that only the head of the agency,

or his delegate, is empowered to order an employee to submit to a
polygraph examination. Results of polygraph examinations should

not be relied upon to the exclusion of other information obtained
Quring investigations. -

6. The Attorney General, in consultatlon with the Dlrector,'
£fice of Personnel Management, is reguested to establish an

interdeparimental group to study the federal personnel. security

pvogran ané recommend appropriate revisions in ex15hlng EXECLtlve )
ordexrs reculgtlons, and guldellnes

.- « . e

/_/_\\ | / ’ - .

( “' / ’ \ { v

\ ( -~ A N~
eI :

Approved For Release 2009/04/21 : CIA-RDP90B01370R001101480015-1 .= ~. .. ="



